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1  Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing of personal data and on the free 

movement of such data ("GDPR") 
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2  Pursuant to the CPDP's statistics, in Bulgaria the majority of the reported Data Breaches were related to unauthorised disclo sures 

of personal data to third parties, caused by (i) technical mistakes by a person within the organization; (ii) technical issues with 
the IT systems; (iii) unauthorised access of external parties by way of malicious attacks to the company systems; (iv) differ ent 

types of cyber-crimes. Another part of the reported Data Breaches was caused by natural disasters, such as fires in the company 

buildings or premises where the systems for personal data processing are located.  

3  The WP29 Guidelines on Personal data breach notification were endorsed by the European Data Protection Board during its first 

plenary meeting. 
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4 Recital 85 of the GDPR explains that such risk exists if the Data Breach may result in physical, material or non-material damage 

to natural persons such as loss of control over their personal data or limitation of their rights, discrimination, identity t heft or 

fraud, financial loss, unauthorised reversal of pseudonymisation, damage to reputation, loss of confidentiality of personal data 
protected by professional secrecy or any other significant economic or social disadvantage to the natural person concerned.  

5  Pursuant to the WP29 Guidelines on Personal data breach notification, a high risk exists in the cases where the Data Breach has 

a more severe potential or actual impact on individuals and the likelihood of the negative consequences to the natural person s is 

greater, based on the type of breach, the nature, sensitivity and volume of the affected personal data, the special characteristic of 

the data controller or the data subjects and the number of the affected individuals.  
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6  For example, if the data controller is also an operator of essential services (e.g. in the energy,  healthcare, banking sectors, etc.), 

if it provides digital services (namely online marketplaces, online search engines and cloud computing services) or if it provides 

public services (such as educational, health, telecommunications, financial services, etc.) and also provides on-line 
administrative services, it should also notify all cybersecurity incidents that affect the uninterruptedness of the provided services 

to the competent cybersecurity sector response team within 2 hours as of establishment of the Data Breach. Within the following 

five days a second notification containing all available information concerning the Data Breach should be submitted to the 

competent cyberattack sector reaction team with the State Agency "Electronic governance''. 
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This memorandum has been prepared solely for the purpose of 

general information and is not a substitute for legal advice.  

 

Therefore, WOLF THEISS accepts no responsibility if – in reliance 
on the information contained in this memorandum – you act, or 

fail to act, in any particular way.  

 

If you would like to know more about the topics covered in this 
memorandum or our services in general, please get in touch with 

your usual WOLF THEISS contact or with: 

 

Wolf Theiss 

Schubertring 6 
AT – 1010 Vienna 

 
www.wolftheiss.com 
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