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STATUS UPDATE ON THE E-PRIVACY REGULATION –

THE NEXT KEY REGULATORY INITIATIVE AFTER 

GDPR 

On 10 January 2017, a proposal for a new Regulation of the European Parliament and of 

the Council concerning the respect for private life and the protection of personal data in 

electronic communications and repealing Directive 2002/58/EC ("e-Privacy Regulation") 

was published on the European Commission's website. The Regulation is part of the 

Digital Single Market strategy that aims "to open up digital opportunities for people and 

business and enhance Europe's position as a world leader in the digital economy"
1
. 

The e-Privacy Regulation is in connection with the data privacy requirements ensured 

by Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 

2016 on the protection of natural persons with regard to the processing of personal data 

and on the free movement of such data, and repealing Directive 95/46/EC ("GDPR"), 

which aims to increase the level of personal data protection particularly in the electronic 

communications field. 

Recently, rapporteur Lauristin prepared a Report on the e-Privacy Regulation proposal 

("Report") that was voted and approved on 19 October 2017 by The Committee on Civil 

Liberties, Justice and Home Affairs of the European Parliament.  

The Report brings a series of amendments/completions to the e-Privacy Regulation 

proposal, aimed at aligning the requirements in the proposal with the provisions of the 

GDPR or to ensure an increased level of protection for personal data processed in the 

electronic communications field. 

Among the changes proposed in the Report (Recital 15), is the reinforcement of the 

consent of all the parties to any electronic communication when it comes to the 

possibility of any interference to such communication, irrespective of any "human 

intervention or through the intermediation of automated" means. Also, the Report 

expressly mentions the "additional consent for any new processing operations", including 

in those cases where the initial interference was permitted by any exception provided 

under the law or for any personal data processing set forth in article 6 of GDPR. 

Additionally, a new recital to the e-Privacy Regulation was proposed (no. 26 (a)), 

regarding the use of "end-to-end encryption". Such encryption should be used to ensure 

the "security and integrity of network and services", including for the encryption 

provider, in accordance with the "principles of security and privacy by design". 

However, such solutions should not weaken the security of the network or the services, 

"by creation or facilitation of backdoors".   

 

1
 https://ec.europa.eu/digital-single-market/en/policies/shaping-digital-single-market  
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Sweeping amendments were brought to Article 8 from the e-Privacy Regulation 

(regarding the protection of information stored in and related to users' terminal 

equipment (Article 8)), which are deemed to increase the level of security for the 

information stored in such terminals and to enhance protection of data subjects' rights in 

relation to the personal data stored on terminals.  

In this context, the proposal provides for specific guidelines in case of employment 

relationships, establishing that "the use of processing and storage capabilities of terminal 

equipment and the collection of information from end-users’ terminal equipment, 

including about its software and hardware, other than by the user concerned shall be 

prohibited, except when such interference would be "strictly technically necessary for 

the execution of an employee's task, where: (i) the employer provides and/or is the user 

of the terminal equipment; (ii) the employee is the user of the terminal equipment; and 

(iii) it is not further used for monitoring the employee". 

Also, a reinforcement of the necessity to implement "appropriate technical and 

organizational measures to ensure a level of security appropriate to the risks", in 

accordance with Article 32 of GDPR, is expressly provided for in the proposal for the new 

text of Article 8 paragraph 2 (b). 

For details on the above, you may consult the full content of the Report at 

http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//TEXT+REPORT+A8-

2017-0324+0+DOC+XML+V0//EN&language=en#title2.  
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About WOLF THEISS 

Wolf Theiss is one of the leading law firms in Central, Eastern and Southeastern Europe 

(CEE/SEE). We have built our reputation on a combination of unrivalled local knowledge 

and strong international capability. We opened our first office in Vienna almost 60 years 

ago. Our team now brings together over 340 lawyers from a diverse range of 

backgrounds, working in offices in 13 countries throughout the CEE/SEE region. 

For more information about our services, please contact: 
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This memorandum has been prepared solely for the purpose of general 

information and is not a substitute for legal advice.  

 

Therefore, WOLF THEISS accepts no responsibility if – in reliance on 
the information contained in this memorandum – you act, or fail to act, 

in any particular way.  

 

If you would like to know more about the topics covered in this 
memorandum or our services in general, please get in touch with your 

usual WOLF THEISS contact or with: 

 

Wolf Theiss Rechtsanwälte GmbH & Co KG 

Gheorghe Polizu 58-60 
13th floor, sector 1, 011062 

Bucharest 

 
T: +40 21 308 81 00 
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